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% ftp v6hostl

Connected to v6hostl

220 v6hostl FTP server (Version 6.00) ready.

Name (otani):

331 Password required for user

Password:

230 User otani logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> getroute data @vbrouterl@vb6router?

200 DROUTE set data route ->
’@vbrouterl@v6router2’ command ok.

ftp>
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Routing Header

A.1 Routing Header

The Routing header is used by an IPv6 source to list one or more
intermediate nodes to be "visited" on the way to a packet’s
destination. This function is very similar to IPv4’s Loose Source
and Record Route option. The Routing header is identified by a Next
Header value of 43 in the immediately preceding header, and has the
following format:

s T s L B s S e A
| Next Header | Hdr Ext Len | Routing Type | Segments Left |
e T s L s s e e o e

I I
type-specific data
I I
e s st R e B e St S S e e e
Next Header 8-bit selector. Identifies the type of header
immediately following the Routing header. Uses

the same values as the IPv4 Protocol field
[RFC-1700 et seq.].

Hdr Ext Len 8-bit unsigned integer. Length of the Routing
header in 8-octet units, not including the first
8 octets.

Routing Type 8-bit identifier of a particular Routing header

variant.

o4
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Segments Left 8-bit unsigned integer. Number of route
segments remaining, i.e., number of explicitly
listed intermediate nodes still to be visited
before reaching the final destination.

type-specific data  Variable-length field, of format determined by
the Routing Type, and of length such that the
complete Routing header is an integer multiple
of 8 octets long.

If, while processing a received packet, a node encounters a Routing
header with an unrecognized Routing Type value, the required behavior
of the node depends on the value of the Segments Left field, as
follows:

If Segments Left is zero, the node must ignore the Routing header
and proceed to process the next header in the packet, whose type
is identified by the Next Header field in the Routing header.

If Segments Left is non-zero, the node must discard the packet and
send an ICMP Parameter Problem, Code O, message to the packet’s
Source Address, pointing to the unrecognized Routing Type.

If, after processing a Routing header of a received packet, an
intermediate node determines that the packet is to be forwarded onto
a link whose link MTU is less than the size of the packet, the node
must discard the packet and send an ICMP Packet Too Big message to
the packet’s Source Address.

The Type O Routing header has the following format:

e s T s B B s s e T o e
| Next Header | Hdr Ext Len | Routing Type=0| Segments Left |
e s T e s L B s s e e T O e
| Reserved |
e T s B B s s e e e

— + — + — + —

|
+
|
Address[1] +
|
+
|

s S S e e S S S e s S S S S



A. Routing Header

56

—+ — + — +

+
|
Address[2] +
|
+
|
Fot—t—t—t—t—F—t—F—F—F—F—t—t—F—F—F—F—F—F—F—t—F—F—F—F—F—F—F—F——+—+

tot—t—t—t—t—t—t—t—t—t—t—t—t—t—t— bttt —t— b=ttt — b=t —t—t—+—+

—+ — 4+ — 4+ —

|
+
|
Address[n] +
|
+
|

t—t—t—t—t—t—t—t—t—t—t—F—t—t—t—t -ttt —F—F—t—t—t—F—F—F—F—F—F—F—+—+

Next Header 8-bit selector. Identifies the type of header
immediately following the Routing header. Uses
the same values as the IPv4 Protocol field
[RFC-1700 et seq.].

Hdr Ext Len 8-bit unsigned integer. Length of the Routing
header in 8-octet units, not including the first
8 octets. For the Type O Routing header, Hdr
Ext Len is equal to two times the number of
addresses in the header.

Routing Type 0.

Segments Left 8-bit unsigned integer. Number of route
segments remaining, i.e., number of explicitly
listed intermediate nodes still to be visited
before reaching the final destination.

Reserved 32-bit reserved field. Initialized to zero for
transmission; ignored on reception.

Address[1..n] Vector of 128-bit addresses, numbered 1 to n.
Multicast addresses must not appear in a Routing header of Type 0, or

in the IPv6 Destination Address field of a packet carrying a Routing
header of Type O.
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A Routing header is not examined or processed until it reaches the
node identified in the Destination Address field of the IPv6 header.
In that node, dispatching on the Next Header field of the immediately
preceding header causes the Routing header module to be invoked,
which, in the case of Routing Type O, performs the following
algorithm:

if Segments Left = 0 {
proceed to process the next header in the packet, whose type is
identified by the Next Header field in the Routing header
3
else if Hdr Ext Len is odd {
send an ICMP Parameter Problem, Code O, message to the Source
Address, pointing to the Hdr Ext Len field, and discard the
packet
3
else {
compute n, the number of addresses in the Routing header, by
dividing Hdr Ext Len by 2

if Segments Left is greater than n {
send an ICMP Parameter Problem, Code O, message to the Source
Address, pointing to the Segments Left field, and discard the
packet

}

else {
decrement Segments Left by 1;
compute i, the index of the next address to be visited in
the address vector, by subtracting Segments Left from n

if Address [i] or the IPv6 Destination Address is multicast {
discard the packet

}

else {
swap the IPv6 Destination Address and Address[il

if the IPv6 Hop Limit is less than or equal to 1 {
send an ICMP Time Exceeded -- Hop Limit Exceeded in
Transit message to the Source Address and discard the
packet

}

else {
decrement the Hop Limit by 1

resubmit the packet to the IPv6 module for transmission
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to the new destination

As an example of the effects of the above algorithm, consider the
case of a source node S sending a packet to destination node D, using
a Routing header to cause the packet to be routed via intermediate
nodes I1, I2, and I3. The values of the relevant IPv6 header and
Routing header fields on each segment of the delivery path would be
as follows:

As the packet travels from S to I1:

Source Address = S Hdr Ext Len = 6

Destination Address = Il Segments Left = 3
Address[1] = I2
Address([2] = I3
Address([3] =D

As the packet travels from Il to I2:

Source Address = S Hdr Ext Len = 6

Destination Address = I2 Segments Left = 2
Address[1] = I1
Address[2] = I3
Address([3] =D

As the packet travels from I2 to I3:

Source Address = S Hdr Ext Len = 6

Destination Address = I3 Segments Left = 1
Address[1] = I1
Address[2] = I2
Address([3] =D

As the packet travels from I3 to D:

Source Address = S Hdr Ext Len = 6

Destination Address = D Segments Left = 0
Address[1] = I1
Address[2] = I2

Address[3] I3
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A.2 Responding to Packets Carrying Routing Head-
ers

When an upper-layer protocol sends one or more packets in response to
a received packet that included a Routing header, the response
packet(s) must not include a Routing header that was automatically
derived by "reversing" the received Routing header UNLESS the
integrity and authenticity of the received Source Address and Routing
header have been verified (e.g., via the use of an Authentication
header in the received packet). In other words, only the following
kinds of packets are permitted in response to a received packet
bearing a Routing header:

o Response packets that do not carry Routing headers.

o Response packets that carry Routing headers that were NOT
derived by reversing the Routing header of the received packet
(for example, a Routing header supplied by local
configuration) .

o Response packets that carry Routing headers that were derived
by reversing the Routing header of the received packet IF AND
ONLY IF the integrity and authenticity of the Source Address
and Routing header from the received packet have been verified
by the responder.
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Advanced Sockets API for IPv6
Routing Header Option

B.1 Routing Header Option

Source routing in IPv6 is accomplished by specifying a Routing header
as an extension header. There can be different types of Routing
headers, but IPv6 currently defines only the Type O Routing header
[RFC-2460] . This type supports up to 127 intermediate nodes (limited
by the length field in the extension header). With this maximum
number of intermediate nodes, a source, and a destination, there are
128 hops.

Source routing with the IPv4 sockets API (the IP_OPTIONS socket
option) requires the application to build the source route in the
format that appears as the IPv4 header option, requiring intimate
knowledge of the IPv4 options format. This IPv6 API, however,
defines six functions that the application calls to build and examine
a Routing header, and the ability to use sticky options or ancillary
data to communicate this information between the application and the
kernel using the IPV6_RTHDR option.

Three functions build a Routing header:

inet6_rth_space() - return #bytes required for Routing header
inet6_rth_init () - initialize buffer data for Routing header
inet6_rth_add () - add one IPv6 address to the Routing header

Three functions deal with a returned Routing header:

inet6_rth_reverse() - reverse a Routing header
inet6_rth_segments() - return #segments in a Routing header

60
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inet6_rth_getaddr() - fetch one address from a Routing header

The function prototypes for these functions are defined as a result
of including the <netinet/in.h>.

To receive a Routing header the application must enable the
IPV6_RECVRTHDR socket option:

int on = 1;
setsockopt (fd, IPPROTO_IPV6, IPV6_RECVRTHDR, &on, sizeof(on));

Each received Routing header is returned as one ancillary data object
described by a cmsghdr structure with cmsg_type set to IPV6_RTHDR.
When multiple Routing headers are received, multiple ancillary data
objects (with cmsg_type set to IPV6_RTHDR) will be returned to the
application.

To send a Routing header the application specifies it either as
ancillary data in a call to sendmsg() or using setsockopt(). For the
sending side, this API assumes the number of occurrences of the
Routing header as described in [RFC-2460]. That is, applications can
only specify at most one outgoing Routing header.

The application can remove any sticky Routing header by calling
setsockopt () for IPV6_RTHDR with a zero option length.

When using ancillary data a Routing header is passed between the
application and the kernel as follows: The cmsg_level member has a
value of IPPROTO_IPV6 and the cmsg_type member has a value of
IPV6_RTHDR. The contents of the cmsg_data[] member is implementation
dependent and should not be accessed directly by the application, but
should be accessed using the six functions that we are about to
describe.

The following constant is defined as a result of including the
<netinet/in.h>:

#define IPV6_RTHDR_TYPE_O 0 /* IPv6 Routing header type 0 */

When a Routing header is specified, the destination address specified
for connect(), sendto(), or sendmsg() is the final destination
address of the datagram. The Routing header then contains the
addresses of all the intermediate nodes.
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B.1.1 inet6_rth_space

socklen_t inet6_rth_space(int type, int segments);

This function returns the number of bytes required to hold a Routing
header of the specified type containing the specified number of
segments (addresses). For an IPv6 Type O Routing header, the number
of segments must be between O and 127, inclusive. The return value
is just the space for the Routing header. When the application uses
ancillary data it must pass the returned length to CMSG_SPACE() to
determine how much memory is needed for the ancillary data object
(including the cmsghdr structure).

If the return value is O, then either the type of the Routing header
is not supported by this implementation or the number of segments is
invalid for this type of Routing header.

(Note: This function returns the size but does not allocate the space
required for the ancillary data. This allows an application to
allocate a larger buffer, if other ancillary data objects are
desired, since all the ancillary data objects must be specified to
sendmsg() as a single msg_control buffer.)

B.1.2 inet6_rth_init

void *inet6_rth_init(void *bp, socklen_t bp_len,
int type, int segments);

This function initializes the buffer pointed to by bp to contain a
Routing header of the specified type and sets ip6r_len based on the
segments parameter. bp_len is only used to verify that the buffer is
large enough. The ip6r_segleft field is set to zero; inet6_rth_add()
will increment it.

When the application uses ancillary data the application must
initialize any cmsghdr fields.

The caller must allocate the buffer and its size can be determined by
calling inet6_rth_space().

Upon success the return value is the pointer to the buffer (bp), and
this is then used as the first argument to the inet6_rth_add()
function. Upon an error the return value is NULL.
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B.1.3 inet6_rth _add

int inet6_rth_add(void *bp, const struct in6_addr *addr);

This function adds the IPv6 address pointed to by addr to the end of
the Routing header being constructed.

If successful, the segleft member of the Routing Header is updated to
account for the new address in the Routing header and the return
value of the function is 0. Upon an error the return value of the
function is -1.

B.1.4 1inet6_rth reverse

int inet6_rth_reverse(const void *in, void *out);

This function takes a Routing header extension header (pointed to by
the first argument) and writes a new Routing header that sends
datagrams along the reverse of that route. The function reverses the
order of the addresses and sets the segleft member in the new Routing
header to the number of segments. Both arguments are allowed to
point to the same buffer (that is, the reversal can occur in place).

The return value of the function is O on success, or -1 upon an
error.

B.1.5 inet6_rth segments

int inet6_rth_segments(const void *bp);

This function returns the number of segments (addresses) contained in
the Routing header described by bp. O0On success the return value is
zero or greater. The return value of the function is -1 upon an
error.

B.1.6 inet6_rth getaddr

struct in6_addr *inet6_rth_getaddr(const void *bp, int index);

This function returns a pointer to the IPv6 address specified by

index (which must have a value between O and one less than the value
returned by inet6_rth_segments()) in the Routing header described by
bp. An application should first call inet6_rth_segments() to obtain
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the number of segments in the Routing header.

Upon an error the return value of the function is NULL.

B.2 Examples using the inet6 rth XXX() func-

tions

Here we show an example for both sending Routing headers and
processing and reversing a received Routing header.

B.2.1 Sending a Routing Header

As an example of these Routing header functions defined in this
document, we go through the function calls for the example on p. 17
of [RFC-2460]. The source is S, the destination is D, and the three
intermediate nodes are I1, I2, and I3.

S ————- > Il ————- > I2 ————- > I3 ————- >D
src: * S S S S S
dst: D I1 I2 I3 D D
Af1]: 11 1I2 I1 I1 I1 I1
Af2]: 12 13 I3 I2 I2 1I2
A[3]: I3 D D D I3 I3
#seg: 3 3 2 1 0 3

src and dst are the source and destination IPv6 addresses in the IPv6
header. A[1], A[2], and A[3] are the three addresses in the Routing
header. #seg is the Segments Left field in the Routing header.

The six values in the column beneath node S are the values in the
Routing header specified by the sending application using sendmsg()
of setsockopt(). The function calls by the sender would look like:

void *extptr;

socklen_t extlen;

struct msghdr msg;

struct cmsghdr *cmsgptr;

int cmsglen;

struct sockaddr_in6 I1, I2, I3, D;

extlen = inet6_rth_space(IPV6_RTHDR_TYPE_ O, 3);
cmsglen = CMSG_SPACE(extlen);
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cmsgptr = malloc(cmsglen);
cmsgptr->cmsg_len = CMSG_LEN(extlen);
cmsgptr->cmsg_level = IPPROTO_IPVG;
cmsgptr->cmsg_type = IPV6_RTHDR;

extptr
extptr

CMSG_DATA (cmsgptr) ;
inet6_rth_init(extptr, extlen, IPV6_RTHDR_TYPE_ O, 3);

inet6_rth_add(extptr, &I1.sin6_addr);
inet6_rth_add(extptr, &I2.sin6_addr);
inet6_rth_add(extptr, &I3.sin6_addr);

msg.msg_control = cmsgptr;
msg.msg_controllen = cmsglen;

/* finish filling in msg{}, msg_name = D */
/* call sendmsg() */

We also assume that the source address for the socket is not
specified (i.e., the asterisk in the figure).

The four columns of six values that are then shown between the five
nodes are the values of the fields in the packet while the packet is
in transit between the two nodes. Notice that before the packet is
sent by the source node S, the source address is chosen (replacing
the asterisk), I1 becomes the destination address of the datagram,
the two addresses A[2] and A[3] are "shifted up", and D is moved to
A[3].

The columns of values that are shown beneath the destination node are
the values returned by recvmsg(), assuming the application has
enabled both the IPV6_RECVPKTINFO and IPV6_RECVRTHDR socket options.
The source address is S (contained in the sockaddr_in6 structure
pointed to by the msg_name member), the destination address is D
(returned as an ancillary data object in an in6_pktinfo structure),
and the ancillary data object specifying the Routing header will
contain three addresses (I1, I2, and I3). The number of segments in
the Routing header is known from the Hdr Ext Len field in the Routing
header (a value of 6, indicating 3 addresses).

The return value from inet6_rth_segments() will be 3 and
inet6_rth_getaddr(0) will return I1, inet6_rth_getaddr(1) will return
I2, and inet6_rth_getaddr(2) will return I3,

If the receiving application then calls inet6_rth_reverse(), the
order of the three addresses will become I3, I2, and I1.
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We can also show what an implementation might store in the ancillary
data object as the Routing header is being built by the sending
process. If we assume a 32-bit architecture where sizeof (struct
cmsghdr) equals 12, with a desired alignment of 4-byte boundaries,
then the call to inet6_rth_space(3) returns 68: 12 bytes for the
cmsghdr structure and 56 bytes for the Routing header (8 + 3%16).

The call to inet6_rth_init() initializes the ancillary data object to
contain a Type O Routing header:

e S T S T s T T A o S £
| cmsg_len = 20

e S T S T s T T A o S £
| cmsg_level = IPPROTO_IPV6

s e T S T et T T e s ot
I cmsg_type = IPV6_RTHDR
+
|
+
|
+

R e s e L s o

Next Header | Hdr Ext Len=6 | Routing Type=0| Seg Left=0 I
e s e s o
Reserved I
e e e L s o B

The first call to inet6_rth_add() adds I1 to the list.

e L e S B T s T e T B Rt ot St TR S U
cmsg_len = 36

e e s et e T B B o o Y
cmsg_level = IPPROTO_IPV6

e e s et e T B B o o Y
cmsg_type = IPV6_RTHDR

e e s et e T B B o o Y

Next Header | Hdr Ext Len=6 | Routing Type=0| Seg Left=1 |
e e s et e T B B o o Y

Reserved |
S S S S S S S W WS W R R

|
+
|
Address[1] = 11 +
|
+
|

+ — 4+ — + — F — + — + — + — + — + — +

—t—t—t—t—t—t—t—t =ttt b=ttt =ttt bt — bt —t bt~ b —t—t—t—+—+

cmsg_len is incremented by 16, and the Segments Left field is
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incremented by 1.
The next call to inet6_rth_add() add

Fot—t—t—t— bttt bt — bt —+—
| cmsg_len = 52

Fot—t—t—t— bttt bt — bt —+—
| cmsg_level = IPPROTO_IPV6
Fot—t—t bttt bt — bt — =t —+—
| cmsg_type = IPV6_RTHDR
Fot—t—t bttt bt — bt — =t —+—
| Next Header | Hdr Ext Len=6 |
Fot—t—t bttt bt — bt — =t —+—

| Reserv
Fot—tmt—tmt bttt — bt — b —b—t—F—t—F—

I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+

s I2 to
ettt
ettt
ettt
ettt
Routing
ettt

ed
-

the list.

e T St
e T St
e T St
Ft bt — =ttt
Type=0| Seg Left=2

e e

e e

Address[1] = I1

Address[2] = I2

cmsg_len is incremented by 16, and the Segments Left field is

incremented by 1.

The last call to inet6_rth_add() adds I3 to

et B e e e
cmsg_len = 68

s B e e e S st 2
cmsg_level = IPPROTO_IPV6

—t—t—t =ttt -ttt —+—
cmsg_type IPV6_RTHDR

—t—t—t =ttt -ttt —+—

Next Header | Hdr Ext Len=6 |
—t—t—t =ttt -ttt —+—

+ — + — + — + — +

Fot—t—t—
Fot—t—t—
Fot—t—t—
Fot—t—t—

Routing
+—t—t—t—

the list.

-+

-+

-+

-+

-+

-+

I
+
I
+
I
+
I

—t—t—t—t—t—t—t—t—t—t—t—t—t -ttt -ttt =ttt —t—F—F—+—+

I
+
I
+
I
+
I

—t—t—t—t—t—t—t—t—t—t =ttt bt =ttt bt — bt —t— bt =t —t—t—t—+—+

et T e

e T

t—t—t—t—t—t—t—t——t—+—+

e T e

Type=0| Seg Left=3

e T e
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Reserved
—+—F—t—t—F—F—t—F—F—t—F—F—F—t—F—F—F—t—F—F—F—t—F—F—F = —F—F—F—F+—+—

Address[1] = I1

—t—t—t—t—t—t—t—t—t—t—t bttt —t—t—t -ttt b=ttt —F—F—F—F—

—t—t—t—t—t—t—t b=ttt bttt —t bttt — bt —t— bt~ b~ —F—t—+—

|
+
|
+
|
+
|
+
|
+
|
+
|
Address[2] = I2 +
|
+
|
+
|
+
|
Address([3] = I3 +
|

+

|

+

+ — 4+ — F — + — + — + — + — F — F — + — + — + — 4 —

—t—t—t—t—t—t—t b=ttt bttt —t bttt — bt —t— bt~ b~ —F—t—+—

cmsg_len is incremented by 16, and the Segments Left field is
incremented by 1.

B.2.2 Receiving Routing Headers

This example assumes that the application has enabled IPV6_RECVRTHDR
socket option. The application prints and reverses a source route
and uses that to echo the received data.

struct sockaddr_in6 addr;
struct msghdr msg;
struct iovec iov;
struct cmsghdr *cmsgptr;
socklen_t cmsgspace;
void *extptr;

int extlen;
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int segments;

int i;

char databuf [8192];
segments = 100; /* Enough */

extlen = inet6_rth_space(IPV6_RTHDR_TYPE_O,
cmsgspace = CMSG_SPACE(extlen);
cmsgptr = malloc(cmsgspace);
if (cmsgptr == NULL) {
perror("malloc");
exit(1);
}
extptr = CMSG_DATA(cmsgptr) ;

msg.msg_control = cmsgptr;
msg.msg_controllen = cmsgspace;
msg.msg_name = (struct sockaddr *)&addr;
msg.msg_namelen = sizeof (addr);
msg.msg_iov = &iov;

msg.msg_iovlen = 1;

iov.iov_base = databuf;

iov.iov_len = sizeof (databuf);
msg.msg_flags = 0O;

if (recvmsg(s, &msg, 0) == -1) {
perror ("recvmsg") ;
return;

}

if (msg.msg_controllen != 0 &&
cmsgptr->cmsg_level == IPPROTO_IPV6 &&
cmsgptr->cmsg_type == IPV6_RTHDR) {
struct in6_addr *in6;
char asciiname[INET6_ADDRSTRLEN] ;
struct ip6_rthdr *rthdr;

rthdr = (struct ip6_rthdr *)extptr;

segments) ;

segments = inet6_rth_segments(extptr);
printf("route (%d segments, %d left): ",

segments, rthdr->ipbr_segleft);
for (i = 0; i < segments; i++) {

in6 = inet6_rth_getaddr(extptr, i);

if (in6 == NULL)
printf ("<NULL> ");
else

printf("%s ", inet_ntop(AF_INET6,
(void *)in6->s6_addr,

asciiname, INET6_ADDRSTRLEN));
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}

if (inet6_rth_reverse(extptr, extptr) == -1) {
printf ("reverse failed");
return;

}

}

iov.iov_base = databuf;

iov.iov_len = strlen(databuf);

if (sendmsg(s, &msg, 0) == -1)
perror ("sendmsg") ;

if (cmsgptr != NULL)
free(cmsgptr) ;

Note: The above example is a simple illustration. It skips some
error checks, including those involving the MSG_TRUNC and MSG_CTRUNC
flags. It also leaves some type mismatches in favor of brevity.



